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PROGRAMME: M Tech (Cyber Security)

Subject Title Subject Code

Advanced Operating System &
Linux MTCY 101

SEM: I

Operating System: pen

Ptj:",ff"":J:nT::-:lipt: 1",'h 
processini, 

ira;Ir_dqsramrned BatJh processing,
Time sharing, personal com_puter systems]'pili;i Diskibuted *a n#""iil?operating systems. operating system bomponentr, sr*ir.r, calrs, system p;;gr#;
operating system strqcture, virtout Machines, St;drt si-gn and knplementation

I":r^.-.jj X::ty^:,r:-Cog:epls, Scheduling,'o;eratio;;66;r;tfi;;;;;;rrr, rotrr_process Communication. Threads: Thread urug., threads i"-r;; Sp-;-,-j, it,eaas inKemel, Hybrid Ilrplementation, Scheduler Activltion pon'-rrr., rhreor{c ttrrrr+i+L*^^,{!-^
CPU Scheduling: nu
seheduling Rbd rime scheduring, Algoritnm-Evaruation.

lroces-s Synchronization: Critical Section probtem, Synchronization Hardware,

*::fT:X crmr,:* problem of_ synchro"ization,' Critffi-il;t*", ^Xdoritorr.

Deadlock: Characteristics, Necessary conaitions, pr*rrrtiorr, Avoidance, Detection andRecovery. --'----' ' Yvlt

Memory Management

fl Y::':"T^l,lt : I1I:::gl M,lf-ry,ti.tione_q Non-roitieoo* Aiorltir* paginssegmentatioo,.*ds-egmentatior*iAil;G:-v#^d#;;rffi1ffi,ffif,;
Re?lacement Algorithms, Alrocation of FrimJs, Tdhid, b.**a segmentation..Filg and Directorv Svsfern. Fila fl^-^^*+^ A^^^-- rr-,r r ^.I'ite and Directory , system: File coacepts, Access l;{rflrra;-;ffiil's*r*.,
l1::::::1_Iil.*:f::,:_ :T:y., R,ocation- dthJ;, Free space Management,

Linux: Linux, HistorS O

iX ,Tl,,Y.it:_l 
cJ* U. rur?,a*.=r. oprions, r",.rrrri"e Facts about Linux, WhyLiuux is virus proof?, various Linux Distributions, pros & cons, Root, wh;;;/*h;

1:"t : T:y 
commands : mkdir, touch, ls, pwd, cd, chmod, df, du,dd, adduser, sort,

pasSwd, rrdrmdir, date, tar, gzip , Editors: types of editor

Y*::r:oi"g rit ..J I I rlv
Permissions, LVM overview LVM (Logical Volume Manager), Volume groups,

lllt]t'and 
logical volumes, Resizing LVs etc , software Installation Irr Linux: RpM,

maI(e

I' Silberschatz and Galvin, "Operating System Concepts,,, Addison-wesley publishing,Co.,1999. ,,-

z. A. S. Tanenbaum, "Modem operating systems?,, pearson Education.3' H'M' Dietel, "Ar Introduction 
1o 

Oarruting System", pearson Education.4. D. M. Dhamdhere, ,'operating 
systems - r{ iorrr.pig*rd appiach,,, Tata McGraw-Hill "rr^.

t '' 
Singhal, N. G. Shivaratri, "Advanceg;Pncepts in operating Systems,,, Tata McGrawt(,cnam*ffi*__ 

//N _@_ueanotrr-qrrnr'q rn*,*iilEin,m..r {"r}r"(!,. o&nr



PROGRAMME: M Tech (lyber Security)
SEM: I

Subject Titte Subject Code

Advanced Data Structures And
Algorithms MTCS 102

,Unit
NTROD S Introductiori-tDa6-
Structures,iClassification of Data Structures,Introduction toLays, Addressing in Arrays, Trees,Types, Traversal Schemes, Stack, Multistack, Queue, Classification, LinfJ rrrii-rvprri
Itu.p.htr Tul:.*ut schemes and their Applications ano oieratiort lotroourtio" i, areoririuns andProblem Solvins ' --- --"-::-* !v ' ^rEv

Priori and Posteriori Analysis, Intoductioir to Algorithmic complexitl,, ipice 
'ana 

rime
fognl.exity, fntoductiol to Asy.rnptotic Notationi, r"troauction t, irgiitiliic DesignTechniques, Divide & conquer Teihnique, Linear 

'searctr,'bir*, 
s.*rn] rotJauction tosorting Bubble Sort,.I.vleqge !ort, enrict $o4Introduction to Greed il;;, S#"* Trees,Kruskal's and Prim's A'lgorithm, Knapsacf Problem, ltuffinan boding lna 'inortrst pathAleorithm ---'-o '-"'e vuv

I

II

m t*illi'Q*,il"-Elilinll"fi ll'lfi ,,il51l',911.,!##T["il:ffi ilT;,ffi "ffi,'TQueen'slroblern, Hamiltolian cycle Problem, 6raph coro.ing rroblem, Introduction to Branch
3 Bol4 Technique, Traveling silesman Probiem, is przztuiiroblem and Introduction to LowerBound Theory
Intr
complete,: Polynomial Time Reducibility, Inhoduction io- Ranaomized Algorithms, itsApplications, Intuoduction to Geometic etg3ritlns,_its-ltnnri.utions, tntroau.ii* to GraphAlgorithms and its Applications, Introduclion to 

-parailei'etgo.ith;, 
il;;;xirnationAlgorithms

f-+*^,1'.^+:^

w

v crassincatio""ri.';;ffi#;*";ffiJ*ii&:[t:,5ry?,?#flffi 
:Hf, ,lTAHSi

Lffi,ffi:T 
like c+t c# and l*", fitroiuiti*io oyr"*i.irrr",ory Auoca:tion uria c*bug.

References:

1 ' Fuldamentals of Computer Algorithmg by-Sartaj Sahni, Galgotia publicatio:rs2' Design & Analvsis of bomputir ailorm*r byih;;H;p;r"ft & ullman, Addison westey
- Publishing Company ' --r'
3, Inhoduction to Algorithms by coreman, Liecerson, Rivest & stein, pHI
4. Data structures.& Algorittuni uy seymourLipshutz, TataMrG;;p;tlications5' object oriented.Pjog?"ryog *i*, Lr+ uy r nurugorururny, Tata McGraw Hill publications
9. comp,ter Algorithms by Horowitz sahni, Rajas;6;r; G;G;tia puutication 

-'-
7 ' pata structures using c & c# by Tanen6auin A.s, rri,e; x AGil;; tra.l, prentice Hall of
8. Data Structures and.{lgor,.tF 

4nalyqis in C++ by Mark Alten Weiss, peatsonBtuoatiss.
.e. \)a\as\ruotures and 1)gol{hmsby irr,o rioprroh'niil;i Fi*ron-rju-*iio,i'-'
,O 

l#"rffi:tures 
and Algorithms in C+r Uv ftfi.t r.ii.Cooarich, R.Tamassi. *O Mount, witey

$r:
..,; #${AiRffi&M,i*._*

]{3A.RD TJF $ ?[J fi ; T "B ifi *n,Glff EEruS{g3}
#Ei&f\,

People's Uriiversitv.=-=*=="*,*.r"*.lY:---&AqU;***A*+*.trlrr*,ffiffimffiUg- ,. -
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PROGRAMME: M Tech (Cyber Security)
SEM: I

Subject Tifle

Advanced Computer Network

Unit

Plrysical laver and Data link layers, Review of LAN (IEEE g02.3, goz.i, so, .riiUi,
FDDI) and WAN (Frame Relay, ATM,ISDN) standards.

R'outing Protocols- RIP, OSPF, BGP, IP over ATM. Ipv6, Next Generaiion Ip protocol,
wireless Netwolks, GSM, CDMA, Mobility in networks, Mobile. Ip, Mobile Ip
multicasting, BSD Sockets.

(TCP), user Datagram Protocol (uDP), Finite srate machine model. TCp ;;;;sions for

I

II

m

ry

al'l'rru'r'uu rayEr APPrrcauon Laye\.t''lle'Iransfer, Access and Managament, Elect 6l[E
mail, virtual Tennipals, ottier application, Example Networks _ Intemet .J;;;Networks. 

, 
.,

security payloads, combining security associations, key management, web in.*rrl
Secule socket layer and transport layer security, ,r.*. electronic frausaction (SET),
system security: lntruders, viruses and related ttrreads, fuewall design princrpals,
trusted systerns, study of various network simulators, Netrvor.k performance analysis
using NS2

v

References:

1' Netwolks fo'r Cgmquter Scientists and Engineers by youlu Zheng/ Shakil Akhtar,,Oxford University press

2. TCP/P protocor suitg by Forouzan, Tata McGraw Hin.
1. High perfomance communic"ti*ir[.t*;rr" by w;.*d & varaiya,Ersevier4. Network Analysis, Architecture & Depign t, j;*;rb. 

Mccabe, Elsevier India
l. ComputerNetryorks by Andrew S. funrlrbuir--iHf
6' Network security: PRIVATE communicationin uiugrtc world by charlie Kaufiuan,Radia perlman,. Mike Speciner, lJgglrg9*Hdl Indii:::'" 

rr ,'\r ur .",

'' il;fff:securitv 
Essentialsi- Appliiltirrffit=Et 

'd;a;Wiiri*, starrings, pearson
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PROGRAMME: M Tech (Cyber Security)

References:

Subject Title Subject Code

Secure Software Engineering MTCY IO4

SEM: I

FAcrJi-TY r.)r f; $; dikkffiil$G
i

[,]$1, i1l i] l- ff ' S I., N i'J{Ift [il {-ir ; fi }f *i}&,}-

I. software EngineerinB, Ian Sommerville, gth Edition, Addison-wesley,2006
2' Software Engineering: A Practitioners Approach, 6/e, Roger S pre.r*un,rurrA** Hill, 2005.
1. K.K Aggarwal & Yogesh singh," softwari Engineering',, 3rd Edition, New Age'";.'l'2007 kfu),, 

:-e-

L 'f(egt$Irar "
N-Z people's University| - Bhc,pal(M.p.)

gEO&RMA$I

.,.1 OA&n-CIE sr-!,r# 
E H"$ {E }{ G,ig fr ERt$It})

Contents
f- 1 t ). -lntroduction to Software Engineering: Software Eng@
Management concept, Project Effort estimation, LOC and function foint base& estimates,
Requirement Analysis,ard Specifications, Fonnal Requirements, Specifications, Socio-
teehhical Systems, Dependability, Critical Systems Specification, Forural Specification.

Desigu Concepts u"A fi
Modular Design, cohesion and coupling. At'chitectural Design, DistribJed Systems
fuchitecture, Application Architectures, Real-time Systems, User Interface'Design,
Component tevel Design, Modeling Language(UMl)

!oftwa19 Developmrot M.t-h
Reuse,cBSE, Critical systems DevElopment Software Evolution. verification and
Validation, Software Testing, Software Tgsting, Principles, alternativb p;.dig{rrr;
lxfeme Programming, Agile Software Engineeing, Principies Urfrira agife method,

Object Oriented Software Eo
Economics, software euality, software Metrics, software Maintenance, Risk
management, Requirement Engineering Object oriented concepts and principles, OO
Anglysis, OO Design, OO Testing

Advanced Software {rgy*:^Trtc$ fretir.ninaries,. clj"- room software nnginreri"g;-'coaponent Based

S:Yf: Engineering, client/server Softrvare Brei;.rrirg,-'w"i--I"gi"eering,
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PROGRAMME: M Tech (Cyber Security)
SEM: I

Subject Title Subject Code

Advance Digital Computer
Organization

MTCY 105

Introduction to Comp

ft^r::rt^":,^Y3":r, 
ITut /Output),The Von Neuman Uoarl The system bus Modet,e lvrv\.}l,.f,Levels of abstraction, Introduction to number systems, Number systems conversion,

Representation of binary numbers, ninu.y arithmetic.

Analysis and Desigi

yfli:^-_'ql::i9i', . 
simplificatiol approaches.rxamples 

-il;;, 
encoder,

multiplexers, adders, etc. Memory aevicei (Flip-flops, ,.;irroq ,ir.itr;i, M;r*;Notation, state transition tabre, s5mchronoor'srqu#d circuits,DesigR 
"f 

R*;;
Access Memory, ROM;IROM and EpROM

Instruction set Archfu

}T*j:*::fu ^y:t:l 
r:rucrion gr.;. h;;;n to Assembry Language:Piogramming with Assemblv ranguage ,I,. *rr*ur;'il; ,ilrr#"#t-.*f;Register-level debugging, Case stuJy: Intel g03g6 .i

Mlmolv Subsls-t

:*",i:T1jt*::,ion or 
1memory 

chip, organirri,i* 
"i ";;;";t, Errorcorrection memories, Interleaved memories, cache *r*o[ ;; _ ;;;:J#;#

memory, Mapping methods, organization of a cache memory unit, Fetch and writemechanisms, Memory management unit - concept 6f virtual memory Address

Input/outprt Subrfrt
Program controlled vJ]ntyunt controlled vo and DMA conholled yo yointerfaces
Program controlled vo: Irtemrpt controlled vo, and DIvIA controlled ffi,1;interfaces' 

,Jfat port, paralrer non, ,c, bus, scsl bus, usB bus, irirewalr andInfiniband, uo peripherals - Input devices; output devices, J;;#;;ilrur.'Jrrr.r,

References:
1 ' c' Flamache r, z' Yranesic and S. zTky, "computer organization,,, McGrawl{ ill,2ooz.2' w' stallings, "computer organizatiori aud dhil;;tr* - Designing for performance,,,

Prentice Hall of India,2002.
3' D' A' Patterson and J. L. 

I{ennessfl"'compufer oiganiiaiion arid Design- TheHardware/software Inter.face',, tvtoigan dufrnan&i 9rt. 
---"

4. J .p. Hayes, "computer ArchitecturJand d;ffi;i;;,i'Mrcru*_H,1, r 998.$* /.m,t ".'
arArRMAN t-Bf,f;l,,lly;T,t, offi* *

Er!"rnElXl.t



Set -1

I Study of Compiler and its phases2. Implement.ti;;iM;ffi,

^ ysing F"T l3;;;l;ffiil: 
op-code Table, svmbot Tabre and pseudo op- code tabre3, Imptementutioo oiilffip::g: 

tabte usingTwo pass Assembter.

: Fl#Uf;' ;HHr;; *f;i:*#.Hl;**r" i"ffii tu umen, u s,:. ltudy orkiicaiA";j;.
!. Jmptementation o#CiSlif & Rn,,-, rr^r r ^_ l
I: Ldi;i.otution oie;;Jr;Jlt }fffit Robin cPu scheduring Argo,r-*-8. rmilemel]itir.girlrci, iiu and optimar pasee' Introductioa to rinux opliuiire .yrrem and ,*;;,*1X1ljr..ent 

Argorithms
10. Write a script ,rirg ..r5[ prrrorm basic mathematical operations

Set -2

l. Write aprogram to Implement
?. w;ft, ;il;*,- to 

_n i,r,m,oi#$fj,ffi:sionar lu,,,uy.

i. #;J:;ffi**, to r*i,re,n,nJ}gtry q**.i,;;; ; ffi;ffi [,Tfli:#:ll f,5g.T:; *rreori,hm6. Write u rroi

|lrff;gffi figg,ffi Hiff ffi r.r;nrm
nur.r"nffi 

r =E ynamicMemoryAllocation

I.
,2.
3.

4.
5.

3iftrlJ:ffit#Sfffi'f; 
i11,v:r,,r,byDhamdhere,rM'ril:H*l;* *""'i'g =sru'9{tiiitr",'rlil

ffiiffi .?f.::f i8i#,tilo*;H: kl5-Learning
BFffi 'ffi;I;:*itn#rt*Iffi 

*l{fttl;m,:%ago,iupubrica,ionsil,TJ,Bf#ffi Siilg ;i[i.-3il'lif t#**'f l,to,lXilit',,,..
i $# tH,.,,il:x t,frffiI f,'l.s* :r ::i:.,, ry;;; ffi ;
T. Data struct** *^'fT,,i.i.i 

#if:il,?,T;;;'#.3::*i$lications

V trar

-,r Sl{AlRfiBA}f t:Ir+
o

pdnN'
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Set -l

1.

2.

3.

4.
5.

6,

7,

cF!AISt$,{AN
rrttA lilt dtF lF+t thrF4 ,Frr_rrtfFFrtut6\

l.
.|
L.
a
J.

4.

5.

6.

7.

8.

9.

Study of different types ofNetwork cables
Study of Network Devices in Details
Study ofNetwork Ip
ltu{r of basic network comrnand and network configuration commands
Study of TCP/UDp performance

ltuly the working gtBO^f and formation of BGp Routing table.
study how the number of channels increases and the calibloqking probability decreases
as the bandwidth of aGSM network is increased
Study the effect of differenr sortiog pd;;;t; (RIp and OSPF) on network,sperformance through simulation
studythe effect dtS-9-.ll Rate (per sec) and cell Delay variation Tolerance ontheperformance of an ATM Networks.

3 ?;_HAff X*& 
yogesh Singh,,' Software Engineering,,, 3rd Edition,

10' understand and write aprogram to find the Shortest Path using Distance vector Routing.

Set '2 :

2.-UsingCoCoMomodelestimateeffortro''[*ungoronlinebookstoredomain
Problem.

!. To perform the function oriented diagram:,DFD and structured chart
!. ]o qerform the user,s view analysir,-Ur,,ir. aiugrr*
5. To drawthe structurar view diagram: class uiugrfi, ou:ebt diagram6' To draw the behavioral view diigram: s.d;;diuffi, c"irfi*"tion diagram7. To drawthe behaviorut ri.* aiu!r*o, st i;-;il;;iagram, Activity diqgxarn8. To draw the imprementation viei aiagmn icffiorrnt diagram
9' To drawtlrc lmplementation viey di"a*r; J.pi,iv**t diagram
10. To perforn various technrques ro, trltiog *iig ir**r resting

References:

Networks for computer scientists and Engineers by youlu zheng/ shakil Alhtar, ,Oxford University press

TCP/IP Protocol Suite by Forouzan, Tata McGraw Hill.
High Performance communication i,tetwo$s by warruna &, y aruya,ElsevierNetwork Analysis, alchi,tecl*e & Design by James D. tutrcuu., Ersevier IndiaComputer Networks by Andrew_S. fane;baum,]}Il___ _:
soft ware Engineering, Ian s on m.*iil;;sthEil"rL eaair*:w.srey,20 0 6.2. Software Engineering: A practitionert Approach,';/E R;;* s pressman,McGraw
Hill,2005. vr vrrvrDur'1rr'lYlu\

* s. Intemational,20OT
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