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Subject Title Subject Code

Computer Forensics Science MTCY 201

Unit Contents (Theorv)

I

Basics of Cyber forensics: need, illegal a

crimes, where and when is it used, Cyber Law: Introduction, need, IT ACT, 2000, digital
signatures, E-Govemance, IT act-2008, Legal Perspective: searching for and seizing
information's,,introduction, information as contraband, instrumentally, infonnation as

evidence, privilege confi dential information, seaiching for information

tr

DigitaIEvidences:Introduction,DigitalEvidenoe,T
Digital Forensics. How to Identifr Digital Evidence, How to treat digital evidences, Software
Tools Data Imaging and,Imaging Forensics: Imaging, Iinage Analysis, Im'age Running
To,qls, Restore Access to EFS-Encrypted Files

u

RecoveringofDeleted,FiIesanddeIetedpartitions:R
Windows XP or Vista, Recovering deleted files from Deleted Partition, lntroduction to
mobile and PDA forensics, Forensic Tools, Handset Tools, PDA Forensic, FORENSICS
with PDA, Password Cracking, Brute Force Intuusion, Dictionary intrusion, RAR password

Ctackers, Password Guessing, CMOS Level Password Crapking, PDF Password Craokers,
Password Cracking Tools, Common Recommendations for Improving Password Security,
SJandard Password Advice. ...

ry

v

Network i, Intrusions Investigation: Sniffe
TCPDump, Network Sniffer, HTTP Sniffer, Ether Detect Packet Sniffer, Ethereal, Honey
Pot Log, [,Ioney Net Log, Web Application lntusions Investigation, Vulnerability of web
services, Vulnerabilities, Web Application Infrusions ,SQL Injection Intrusion, price
Ma4ipulation, Cross-Site Scripting, Ottrer Web Application Intrusion, Web Application
Foieansic, Tools,

.l'rademarkandCopyrightInfringementIssue:Introduction,f@
Patent, Copyright Infringement, Reporf Genenition, Importance of reports, REpOR T
PREPARATION, Stages of Report Preparation,.Gathering the Data, Analyzing and Sorting
the Results, Outlining the Report, Case Studies and references

References:

1. Jerry Hatchett, Computer Forensics: A Real Worlcl Guide, Jul 2009, Auerbach publications.
2. John R. Vacca, Computer Forensics: Computer Crime Sclne Invesiigatio n,2009,nir.*ufi

ftffifu. trnda Vplonino, Reynaldo Anzaldu a, Janacodwiru Computer Forensics: prineiples and
Practices, Aug 2006, Prentice Hall: 4. Irons, Andersen, Laing, Computer Forensics, Cl Emea Higher Education Warren G. Kruse,
Jay G. Heiser, Computer Forensics: Incident Response Esientials, Sep 2001, Addison-wesiey
Professional lA,.a tiq F,,,,:,,;:,{{,ffi:,r,,, d#._#r041tr.tffi"4$ r'- i 
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Mobile & wireless Security MTCY 202

CI{AIRITTAS
:?nA E!r! ftq (q?0,*r:rri ri'r6t/?.thi.EB,Plf,!nl

References:

] iltr'iri,:.r :$i::;It',f::,,tTH'Essentiars: 
Derending Moble rrom Data piracv",

2. Cyrus, Peikari and seth Fogie, iM*i*u* 
wireless sgg*iry,,, SAMS publishing 2002.3' 

{i,,:fi:Hfirff'" cf,iamtac,';wi'.1';;;;"ttaotil. fi.t*",k;A;itectures,,, John

4' Raj Pandya, "Mobile and Personal communication systems and services,,, prentice Hallof Indi4 2001. 'JelwurD 4.u Detvrsel

5' Tara M' 'swaminathan and' charles-|. Eldon, "wireless security and privacy- BestPractices and Design Techniques': A-datisonworrer:oo z.*** -6. Bruce potter and Bob Freck, ;toz.t 
1 security,,;o'i6[; publication s,2002.t. Burkhardt, 'pervlsiv^e computingo,, perrson"Ed;i;;,i"dia Editio, ,2007..B. J. schiller, "Mobile communicutt;,,, pearson gaurutio", India Editi on,20Q2.*4

Unit

I 
Wireless Fundamentals: WGiess Harawar

I Programming wEP security. wiriless cellular r.rr,norogies - concepts - wireless
I 
t:dilf -Security essentials - Information classification standards - wireless Threats:

rAt ffi;irirr#.'"'
l Standards *d Polirl
I 
yarayarelseouritv-lvt .r;;;i!:*rr: sec-uring wLAN - virrual private Networks _

I Inkusion Detection system - wireless Public r.v irn*u"rr*.. rr"r, jiuiiting 
toot,

I - Pocket PC hackiry&g$ack watkthroueh.

I repudiation privacy and confiaentiarity -. r"tr-gtry'*a' erirril *ffi10, anarysis
I Process' Privacy in wireless world - Ligistatid;a porirv - Identiff targets ar.1d roivsSnjrlyIi!: At-tacks and vurherabili i.r -@tection.
WLAN co@_-lhysical tuy.,
systematic exploitation.of 802.1Ib WLAN - wBp -'wnp o.r.ypti";;r;id overviewof WEP attack -Implementation - Analpes of WBp att;ts.

systems' Wireless Enterprise Networks: Introduction to-ViruJ N,i,;il;ffi.;ffitechnology, Blue tooth protocols. server-side programming in Java, pervasive web

I
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Network Security MTCY 203

[iliam stallings, "c{ptography andNetwork security,,, second edition, prentice
Hall,l999.
Atul Kahate, " Cryptography and Network Security,, TMH

-William 
Stallings,"Cryptography and Network Securityu,Third Edition, pearson Ed 4.

Introduction to network security, Krawetz, Cengage
Beluouz A., Frouzan: Cryptography and Network Security, TMH
1 . Jawin,'t'letworks Protocols Handbook", Jawin Technologies Inc., 2005
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Unit Contents (Tlteorv)

T

Introduction:, The Security, functionality and ease of u@
Terminology, Elements of Security, Difference between Penetration Testing and Ethical
Hacking, Deliverables ethics and legality, Computer Crimes and Implications.

tr

Reconnaissance: Information Gathering Methodology
Active and Passive reconnaissance.

*t$#'ml,,;#rE#['*dl:" active scanning' scanning tool"*up'

m

Trojans and Backdoors: Effect on nusineis, froj
Working of Trojans, Different Types of Trojans, Different ways a Trojan can get into a
system, Indications of a Trojan Attack, Some famous Trojans and ports used by them.
Sniffers: Definition of sniffing, How a.Sniffer worls?, passive Suiffing, Active
Sniffing, Etlrealtool, Man-in-the-Midle Attacki, Spoofing and Sniffing Attacks, ARP
Poisoning and counterrneasures.

ry

DenialofService:WhatisDenialofService?,GoalofDoS(D@
and Modes of Attack. Session Hijacking: Understanding Session ftiiu.t irrg,

$oofing vs Hijacking, steps in session Hijac[ing, Types of sission Hijacking, Tip
Concepts3 Way and shake, Sequence ntrnbers.

v

Ngtwork Seeurity and.Technologies and Pioto;
Protocols -secured Routing Prot6coh - GRE- Generic Routing Encapsulation - IpSEC
- Security architecture for IP - IPSECAH - Authentication Headei - ESp - IKE -
ISAKMP and Key management Protocol. IEEE 802.11 - Structure of 802.11 MAC -
WEP- Problems with WEP - Attacks and Risk- Station security - Access point Security
- G.ate way Security - Authentication and Encryption

x.ri-"1 it\ri: I
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Applied CryptographY MTCY 204

References:
1. Bruce Schneier, "Applied Cryptography: Protocols, Algorithms, and Source Code in C"

2. John Wiley & Sons, hic, 2nd Edition, 1996.

3. Wenbo Mao, "Modern Cryptography Theory and Practice", Pearson Education, 2004

4. Atul Kahate, "Cryptography andNetwork-security:rrTataMecr€w.Hi11,2003.
5. Witliam StallingsJ'Ciplography andNetwork Sicurity'', 3rd Edition, Pearson

education,2003
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Unit Contents (l'heot

I
Foundations - Protocol Building tslocks - Baslc .Hrotocols - mlennesrltP It
Advanced protocols - Zero-Knivledge Proofs - Zero-Knowledge Proofs of ,i'leirtiiv 

-

Blind Signatises - Identity-Based Public-Key Cryptography - Oblivious Transfer '
ohlitrinrrc Sionntrrres - Esoteric Protocols

: Ygdt - Block-RePlaY - CiPher

ildr[Cfriri"jMoar - Strrrn Ciphers - Self-synctuonizing Strearl Ciphers - Cipher-

Feedback Mode - Synchronous Stream Ciphus : gut'P}lFeedback Mode . Counter

Mgde - Choosing u iiph.r Mode - Interleaving - Block Qrphers versus Steam Crphgrs -
-Cir*ri"g 

a" afEoritfr* - Public- Key Cryptoguphy versus Symmetric Cryptography -

il;rpfi;g Ccirimunications Channlls - 
-Encrypting Dlta for Storage ' Hardware

fncryptioi versus Software Encryption Compression, Encoding, and Encryption -

peteliine Encryption-Hiding and fiestroying Informationr ., .

II

trI

information Theory - complexity Theory - NumberTheory - .t'actormg - {nme NumDeI

Generation - Discrete fog-ari*ms in a Finite Field - Dala Encryption Standarci PES) -
Lucirer - Madryga - NewpBS - GOST - 3 Way - Crab - RC5 - Double Encryption'

inle Encrvotion - CDMF

,IV

Pseudo-Random-S rs - RC4 - SEAL - Feedback

with Carry Shift Registers - Stream Ciphers Using FCSRs - Nonlinear-Feedback Shift

Registers - Syrt"*-theoretic Appioach io Stream-Cipher Design - 9o1pt.*r9-Theoretic
Apiroach to Stream-Cipher oiiign - N- Hash - 1l1p+ - MDs - MD2 . Secure Hash

Aiiorithm (SIIA) - Oni- Way Hash Functions Uslng Synmetric Block Algorithms'
Usine Publio-Key Atgorithms - Message &{hentication Codes '

v

RSA - Fo[ii*Hellman - McEliece - Elliptic Curve Crlptosystems -Digital Signature

Algorithm (DSA) - Gost Digital Signature Algorithm - Discrete Logarithm Signature

Scf,emes --Ongchnon- Shamir -Cellular Automata - Feige-Fiat-shamir -Guillou-

Quisquater - Diffre-Hellman - Station-to-station Protocol -shamir's Threefass Protocol

--IBM Secret-Key Management Protoqol - MITRENET - Kerberos - IBM Common

Crvptosraphic Architecture.

.-- raruEEEll[llt\
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PEOPLE',S UNIVERSITY. BHOPAL

M Tech (CYber SecuritY)

Subiect Title Subiect Cotle

mforrnation SecuitY &' quatity assurance
MTCY 205

SEM: II
PROGRAMME:

t ' securitY and

;ffiil;;;;isecurity,needforenhancedsecuritv,'Infoi:1":-l::T'.o*,1?I;
ili,lT;#;;;,:";;;;i;; i;;, iegar rssues in Data mining securitv, Buildins

Security into Softrrare Life Cycle 
.

:
Why IT,is securitY sYstem basics'

oUi..tir", of operating system, Services provided by operating systems'

I basics' Data

models, CYber Threats and Issues

.rJutirrg secure password, neepirrg password secure, selecting tools, saf6ty rules'

case studies: Hack reports-2000, Reports-2005 to z}Og,Picture into intrusion and 'cyber

crimes-ZOO g-2O7O,CBRf-n'l reports, security tools

ainst social

engineers, Phistrers, Protecting Password, logging :'..tuft]y,*1"::-:T:Yr' 
tips for

References:

rge Learning1, Randy Weaver, 
* Networklnfrastructure Seourity"' Cengt

,,. tutrrfor, n ttiit u"f t," Information s ecruity"'- P ear311 Education

3. Yadav, "Foundations of Information Technology'': New Age' Delhi 
- -

4. Andrew S. Tanenbaum..Co*polJ:lrt*ortcs"]+ttr Editio& Pearson Education, 2008

;. b.frro* A. Forouzan, "TCP/;P Protocol suif" TMH' 2000'

o
ri6mf,
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I Study of Cyber Forensics and Cyber Crime

3. Study of Digit evidence
4. Sfudy ofrestore and access to EFS_Encrlpted files
1 Study of.password cracking tools6. Study ofForensic Tools 

e -

7' study of Network sniffer and Intiusion detection system8. Study of Trademark *A ropyright irfijr;;;;;;. "

?: l*0, ofNetwork uaOr"Jig schemes
10. Study of cross site scripting "

.Set-2

1. To study the wireless hardware and protocol2. T'o Study the wireless attack
3. To Study the process for for setup of basic WLAN' 4' To study for installing ttre client adapter in ttre pc ror wireress networking i5. To Study the virtual priurt, w.tro.t for WLAN

i.I:H:Ifi ::ffiffi1fffniffi ffi li'[,'1,'],.*-utoporogyinns2

?^ I. Study the flrnction of W;;;ss Network
10. ro study ofrRrDrrrM *d c;;ilr*

References:

: iitil.#:!l'- 
computer F6rensics: A Rear worrd Guide, Jur z,os,Auerbach

: 'i?il,,#. 
vacca' computer Forensics: computer crime scene Investigation , 2an;,

i, iir.1* i[.*ffi1:.XfJigiiu, *u Godwin, computer Forensics: r;;J;;'
: i.ittri,:trJm l$i*Ij:,tru- Essentiars: Derending Mobire rrom Data piracy,,,6' Cyms' peikari *.a !.tr, r"gir,^i'kl*i*u* wireress s.:yitl,,, SAMS pubrishing 2002.
7' 
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Set-l

1. Understanding DoS Attack Tools- Jolt2 ,Bubonic2. 
I:j,SJ#H#"ing 

for vulnerabiliti.';;;6;bd Network rnventory scanner, Net

3. Howto Detect TTojTI gyusing_Netstat, port, TCpView
1. To Srudyof SessionUijaiking' t

6. To Study of IEEE 802.1I
7. To Study Study of MaC protocol

!. Jo Study of Sniffers and their working process
9. To Study Security architecture for Ip::
l0' To study of Lan scanner using rook@LAIrI, wireshark

Set -2

1. Write program for Mono alphabetic cipher
2. Implementation of play Fair cipher' 

-,

3. Implementation of vigenere cipher @oryarphabetic substitution)4. Implement RSA asymmetric (pubric r<.y ura private tg-t 
'r#rr.r. 

Encryption key (e,n) & (d, n)
5. Generate digital signature using Hash code
6. Study of MD5 hash function and implement the hash code using MD57. study of sllA-l hash function and implement the hash code using sHA_l
I. G8gerate digital signature using IvIAC codee. rrfdgam to implement Def,ti_Hellnran Algorithm
10.'Study ofI(ERBEROS, pcp, SSE SRp,6piE-

References:

1' 
Yiii#."l1ings, 

"cryptography and Netrryork Security", second edition, prentice

2.

3.

4.

5.

6.

7,

8.

{:L$.h{e,-ll Crynlosraphy and Network Security,,, TMHwilliam sta[ings,"crpiogiaphy and N.tr"* sr'rirr*r;iii,ro Edition, pearson Ed 4.Introduction to networy s99uritf, Kru*.tr, Cengage 'a 'z--)

Bruce Schneier, 'Applied Cyftigr.pfry: protocgls, Algorithms, and Source Code in C,,
l-o-hn-Wiler & Sons, inc, znd Edifir\-i'9g0.
wenbo Mao,'Modern cryptogrryhr Thgoy *g practice,o, pearson Education, 2004Atul Kahate, "Cryptogruphy uia N.i*o* Si,.*ity;, i"i" tii.Cr.* HiII,2003.william staflings, "cvptography and Network security,,, 3rd Edition, pearson
education,2003
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