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PROGRAMME: M Tech (Cyber Security)
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SEM: Itr

Digital Cyber Crimes &
Cyber Criminology

Unit -.-.-.:-.:

software, Hardware, cldssification, computer Input-output Devices, windows, Dos prompt
Commands, Basic Computer Terminolory, Internet, Networking, Computer Storage, Cell phone/ Mobile Forensics, computer Ethics and Application prolams, cyber ror.nri" gu;i.;-
Introduction to cyber Forensics, storage Fundamentals, File s]rtr*'co";;r,;;Recovery,
Operating System Software and Basic Terminolory
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tr

I)ofo o';,1 lt.':,r^*

l.':*il,ii;t;";il;,ffi'JHii,#ffi ::'il:l'"*'HH;iffif i":Tffi
handle original media, Document a "chain o.f custody", complete time line analysis of eomputerfiles based on file creation, file modification and fiI. *ror, Recover Internet usage Data,Recover Swap Files/Iemporary Files/Cache Files, Inhoduction ," rr;*. r.*rl* ,un oo,

I*tf rllrit (FTK) etc, use computer forensics software tools ts cross validate findings !ncomputer evidence-related cases. ri

CyU.

cracking, viruses, virus 
{ttacks, Pornography, Software riracy, Intellectual p*p.C;;;i

System of Information Technolory, SociJ Engineering, Mail Bombs, Bug Exploits, and cyberSecurity etc.

LVOer XOrpn

UI

ry

;uurl ro uyDer lorenslc Investigation, InvestigationTools, eDiscovery, Digital Evidence collection, Evidence preservation, E-Mail lnvestigation, E-Mail Tracking, IP Tracking, E-Mail Recovery, Encryption and Decryption methods, search andseizure of computers, Recovering deleted evidences, password cru"ting 
---r"Y5v' v

uvne

V

soft wareBase j.,,,;*1;;i,,ir"J*,iuJlffi *ffi 'ffHli.ffi yfrffi 'l,i::ilYi
Response Team, Reporting cyber crime, operatiug system Attacks, Application Attacks,Reverse Engineering &.cracking Techniques ana rinarcial Frauds. Mobile t *rpo.r-uoiapplication layer protocol - Review of traditional TCp, fast retransmit/fast recovery,lransmissioMimeout freezing, file systems, WWW, WAp:
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,.-:+*t PROGRAMME:

PEOPLE'S UNIVERSITY, BHOPAL

M Tech (Cyber Security)

Subject Titte Subject Code

Computer Security, Audit and
. Riskmanagement MTCY 302

SEM: III

Unit Contents (Thcorul

I

Essentials of computer security
and related threats - Threat identification - Threat analysis - Vulnerability identificatior,
and Assessment - Components-of Computer Security - Physical security'- Syri.* access
control - Goals of Security - Efforts to iecure ro*put., networks - Ethical i*u* in----:

Security assessment,pl
perspective, Client's perspective, Developmenl of project plan. Initial information
ggtheriqg.: InitialJreparatign, .analysis Of gathered information.
Vulnerabilities - Sources of
Cyber crime and Hackers, Viruses and content filtering - security Arserr*.oi, an*ysis
and Assurance - compuler network security protocol Ina rt*a*ds - Security'iolicies -
fn]e_sritr policies - confidentiality policier - Srr*ity;;dJ; - Access conhol Mahix
Model, Take-Grant Protection Model. - -. ---'

l

il

trI

n/

pvvurruJ rYrurututrrrB' anu Auolung - Assurance and Trust, Need for Assurance, Roiu tlf-Requirements in Assurance, Audit Assurance in software nr;6;;;t p#;i nritaing
lecure and Trusted Systerns - Designing. an araitirg System, Irraplementation
considerations, Auditing to Detect Violitions oi u-tirr,iri6, 

-r;ril;;*;
Mwtl*trr"r, Ardrt Bp-ri
Risk management and- security planning - Risk management process overview- Cost-Benefit Analysis, Risk Anarysis, Laws and customi u** i;;G; drg*irutionut
issues -.Information,system Risk anarylis - syti*'approuch to risk management,TlEgut ur:.r:TTt, Assets and safeguards, moie, ;f ;il[-*ayrr, :Effirtir. rrr.
ar.r{f-ysis, Qualitative Risk analysis, VJue analysis

v

References:
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1. sudhanshu Kairab, '.f rlactigar guide to security assessments,,, cRC press, 2005.2' Douglas J.Landoll, "A Security risk assessmentHandbook ,, Auerbach publications,
2006.

3' Matt Bishop, "Computer Security: Art and Science", Addison-wesley professional,
2003.

1. fgseph M.Kizza,..Computer Network security',, Springer, 20055-' Matt Bishop, "Introduction to computer smiriiy'i Aa?ison-wesley professional ,2oos.6. Thomas R.Peltier, "Information security nistanayrirli, cnc press, 2001.7. c.A.Roper, "Risk management for security profrrrionul;,, Elsevier, i999.
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Reference:

1. Debby Russell and Sr. G.T Gangemi, "Computer Security Basics (Paperback)", 2'd

1{ition, O' Reilly Media, 2006,
2. ,ffiomas R. Peltier, "Information Security policies and procedures: A Practitioner's

' Reference",2nd Edition Prentice HaJl,2004.
3. Kenneth J. Knapp, "Cyber Security and Global Infonnation Assurance: Tlueat Analysis

and Response Solutionso', IGI Global, 2009.
4. Thomas R Peltier, Justin Peltier and John blackley, "Information Security

Fundamentals", 2nd Edition, Prentice Hall, lgg 6
6. Jonathan Rosenoer, "Cyber law: the Law of the Internef', Springer-veflag,1997.
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Subject Title Subject Code

Cyber Laws & Security" Policy
MTCY 303

Unit Contents (Theory)

I

Introduction to Computer Security: Definition, Threats to security, Governrnent
requhements, Information Protection and Access Conhols,. Computer security efforts,
Standards, Computer Security mandates antl legislation, Privacy considerations,
lnternational securitv activitv.

tr
Secure System Planning and administration, lnfioduction to the omnge book, Security
policy requirements, accountability, assurance and docurirentation requirements,
Network Security, The Red book and Government network evaluations

UI
Information security policies and procedures: C,orporate pblicies- Tier 1, Tier2 and Tier3
Policies - process management-planning and preparation-developing policies-asset
classification, policy-developing standards.

tV
Information security: fundamentals-Employee responsibilities- inforrnation
classification- Information handling- Tools of infonnation security- Information
processing-secure program administrition. li

V Organizational and Human Security: Adoption of lnformation Security Management
Standards, Human Factors in Security- Role ofinformation securiw professionals.



PROGRAMME: M Tech (CyberSecurity)
SEM: Itr

Subject Tifle Subject Code

Ethical Hacking

Unit

I Enumeration -basic grut-r qrabbinc, E rd;tfg c;;", Network services. case

system' Securing regisfry permissions. securin! ;;;;ftanaging service permission.Default services in windo;s 2000 *J *inao*r"xn t;-: The euest for Root. Remote

Discovery; Adtonomous sistr* i*uor. dttil N-rrrgrorpr. service Detection. I

I

II

UI

ry

Gainine Access. i:"p$'.r,irru'ffiir *x"iilJi. i'ffi':, tj*|.lffiffili::Firewalls- Firewalls landscapel f-irr-iAf far"tinrutioo_S.*rrirrg Through fuewalls_packet Filtering- apguc.atioi_pr*, vurnnrliiiil;. ";;a1 of servici Attacks _

ULl'#:t;{n": Auackers. rp.Jornos utturr.r.'clo.ri, Dos Atracks. unix and

v

Remote Coi
weaknes*v}'lq ,Mi*osot rerminat- sirver *o 

-cit 
t , lcn .aJ"*ij']r.nniqu*session Hijacking._ Back ooon.-:r.;*r;.cvp1rsr"jrry. subverting the systemsEnvironment. social pngineering. w.-u nurr.ing. vsu J.*:rhacking web apprieationhacking. Hacking the intJrnet urEr - niairiou, rriotii;;;;, ssi rrrra] u_il#Hurtine,

References:
1' Stuart Mcclure, Joer.scambray *d G,?.:g:.5yn , .,Hacking 

Exposed Network securiry^ Secrets & Solutions,!]ata frA"gru*friff pIUfirfr.rr, rti,.
' iifrff*and.Brian 

Komer, "fii..;;ft wi-ffis-1#ty Resource Kit,,, prentice Hall
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Cloud Cornputing

Unit

ffiClouil Architecturc-
computins ,,.^r,,;-_9lo^l1jl?rr*.r,^ wl,y ctorJ il;##,,ir,rt",o a"r.,^-+_-__

Contenh

I

il

lrctuq uomputing and Cloud
_, --.-,4urqtsEs uL Ulou(
Detvtces

DE\{ELO,ING CLOUD_SER'I CES Web_B ased Appl i cati o,, am
3.rflT$,:[ j#,:J:sf tH#tili,H?:tst1;ffi .i:,,1t:::r.:pla,roruasa

m

____E vvrvrvsl Lrevglopment

919.uD coMPurING FoR EvERygNI _.*n ",,ffi
;;ffij,ll[ffmi3:i*;],;:,91ffi*f,##3;;:$ri:i"":.t:1,=c.,,ac,Lis,s,c,.ud

Iv

__ _..e evwrrls, r_roU0 UOmpUtittg

ysyg cl,ouD *
Exploring online scnioirfins err'r';#"ill3-pr.are'6rir,1Jii*"rre 

ana r;rk #r*iug.,rror,

ft?:,I:rrx*,,-nrr**:::_*u;
OIEER . WAYS TO COLI"ABORATE

::i9. Toolrl -luuruating w.r,-uii "g_Nl,fllt 
Coilaborating

rjervlces, Evaluating Web=ing via Social'Networks ioO Cro

via Web-Based
Conference Tools,

v_.,

Refere

I. Cloud Computins Becr D,o^+i^^- r

" i#H* 
iIf;f,"ffi: I.i:'$ffi #,#rfl:%,T.* y;f,trx,?rru;*,,";;.#iii

2. Enterprise Cloud Computing: Tech

3. SmIeHrYU:Titv3*rq lir*;liillo'oo' Architecture, Applicatio, by Gautam shror{,

1+ffi ;'6i#'f .+[ffi ;;'dJJi#rilffi,?*f,i"r"_:MKanrman,F.Harper,wirey

i fl$i:"ffitrfl*ii#J#i$dt,ffiffi ir:u,r;:n ; - 
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PROGRAMI\&: M Tech (Cyber Security)
SEM: III

Biometric Security

Unit

I

II
lifrxl;:.h-JTffiiltra*#;'ff:;,$:l'9.ff*::U;#*,ryffi ivascular pattem'- r'"r,ri^Ji iffi ;i'.ffi ;Jr:#*::' - i.'nroro# : Rr?";deployment _ Hand 

: ?un 
_ f ..f,oi, J?r.ripri r*.f,*r.#;ilr::..ffi# {.ffi::L;

strensths _ rrraaL-^^^^y?ir: 
_ data acqulsltlon - feature evt*

m
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Referellces:

' ?r''ffid,#J,*,i::rg*. 
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.n2. John Chirillo anc
Publications. 20(

3' John Berger,i'Biometrics for Network security,,, prentice Hal.,2004.
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Subject Title Subject Code

Information Theory and Coding

SEM: III

References:

l. Rar{an Bose, "Infgrm{ion theory, .9diog and crlptography'', Tata McGraw H1l, 2002.
2. Viterbi, "Information theory and coding,i UrOru* lii[,'19g2.
3. John G. Proakis, "Digital communications,,, 2roEdition, McGraw Hill, 19g9.
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Unit

rnutual information and eirtropy, source coding theorem, Shannon-fano oqdine" Huffman
coding, Arithmetic coding, Lempel-Ziv .algorithm, runJength encoffi'and rate
distortion function.

I

il
unanner capaclty and cocliqg - channel models, channel capacity, channil codtnt
i$olnati-on capaytY theorem, random selection of codes. gnor control .oaiug, linear
block codes and their properties, decoding of linear block code, perfect codes, iramming
codes, optimal linear codes and MDS codes.

m

Cfglic codes - polynomials, divisio
cyclic tgdg!, qatrix description of cyclic codes, bnrst-enor correction, fire coies, gola!
codes, CRC iodes, circuit implementation of cyclic codes. BCH codes: minimal
polynomials, generator polynomial for BCH codes, decoding of BCH il;; R.;;:
Solomon codes and nested codes. ,

ry

t-uuvuruLrontu cooes - uee coctes and hellis codes, polynomial description of
convolutional codes, distance notions for convolutionai codls, generation 'function,

lakix description of convolutional codes, viterbi a.roaing of, convolutional codes,
distance bounds for corivolutional codes- trrrhn enr{as and frrr}'^ rlaa^tsi--

v
Trellis Coded Modulation
ungerboeck's TCM dedign rules, TCM decoder; Perforrrance evaluation fqr Additive

annels. 
--
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Subject Tifle

Trust management in E-commerce

Subject Code

Mrcsgtv

Unit

I Introduction to E
I Ecommerce Business Models: B2c,BzB,c2c, p2p;;il-.o*rrrrrce 

business moders _Ecommerce' pavme$^systems: Tli,;r oi puy*.ot ryril - credit card E-commercetransactionr - Br"
ent _ Security threats in E-Commerce enviro@r;'d ;;;. "

benefits and risks of E-commerce - I;;h"9i6-trort ilrfianism io B-coor*erce _ 
Ilil'Ii$H;*':ffi :i':?l*,:::#aa##;'#;#?i''#.i.i'".Xizationa,l

I

II

trI

Iv

Iv
commercJdo*rin.'rvr 

vrE'|'r'r'iuarrotrs ano r[diyiduals - Trust m.odels and the E-

.:.

I ffffit, f;-:Hfi;ffi?fffil Guercio rrave, "E-commerce Business rechnology
2' Pauline Ratnasingam, "Interorgani zatiornl Trust for Business-to-Business E-c_9mmerce,,,IRM Fr.rr, 200r. rur Eusrness-t
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Subject Title Subject Code

Steganography & digital
Watermarking

Mrcs geb

References:
., 1. Stefan Katzenbelsser and Fabien A. P. Petitcolas, "Information hiding techniques for

.,ssteganography and Digital Watemrarking", ARTECH House Publishers, January 2004.
.2. 

- 
Jesiica Fridrich, 'osteganography in Digital Media: Principles, Algorithms, and

Applications", Cambridge university press, 20 I 0.

Stiganography, Abbas Cheddad, Vdm Verlag and Dr. Muller, "Digital Image" Aktienge

sells chaft & Co. Kg, Dec 2009.

Ingemar Cox, Matthew Miller,Jeffrey Bloom,Jessica Fridrich and Ton Kalker, "Digital
Watermarking And Steganography", Morgan Kauf-mann Publishers, Nov 2007.

SEM: III
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3.

Unit Contents €lrlgry)

I

Introduction to Information hiding - Brief history and applications of information hiding

- principles of Steganography - Frameworks for secret communication - Security of
Steganograptry syiternF -Information hiding in noisy data - Adaptive versus non

adaltive-afioiitfr*r -'Laplace filtering - Using cover models - Active and malicious

il

and bitPlane tools -
Transiorm aomain i.rirniqrm -- Spread spectrum and information hiding - Statistical

ii.g*ogruplry - Distortion ancl coie genJration teclniques - Automated generatiou of

m

acting hidden information - Disabling

hidien informxion - Watermarking techniques - History - Basic Principles -
applications : Requirements of algorithmic design issues - Evaluation and benchmarking

of watermarking system.

Iv

Survey of crrrent watermarking tpchniques - Cqptographic and psycho visual aspeots -
Choicl of a workspace - Formatting thi watermark bets - Merging the watermark and

the cover - Optimization of the watermark receiver - Extension from still images to

V
- Research history - Schemes - Digital

roririsht and waterm*t ing - Conflict of copyrighllqys on ttre intemef
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